Aneta Przepiorka, Elzbieta Talik, & Agata Btachnio

Institute of Psychology, The John Paul II Catholic University of Lublin

A Psychological Perspective on the Complex Interplay

Between Loneliness and Cyberbullying

Abstract

The development of the Internet has changed people’s functioning—particularly the
functioning of young people, for whom the virtual space has become an alternative reality. Its
emergence brought new problems, such as new forms of loneliness, experienced both in the
so-called real world and online. This chapter discusses cyberbullying issues in the context of
loneliness. It shows the issue from both the perpetrator’s and the victim’s perspectives. Based
on the presented empirical research, there have been also recommendations regarding the
prevention of cyberbullying formulated. Additionally, there is a review of the measures for
assessing loneliness and cyberbullying presented.
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Introduction

Loneliness is a universal human experience—it happens in every person’s life. Its
determinants are manifold and include not only personality predispositions and sociocultural
factors but also technological development, particularly the virtual revolution associated with
the development of the Internet that has been in progress for nearly twenty years.

The development of the Internet has changed people’s functioning—particularly the
functioning of young people, for whom the virtual space has become an alternative reality. Its
emergence brought new problems, such as new forms of loneliness, experienced both in the
so-called real world and online. The former include isolating oneself from real-life
interpersonal contacts in favor of social relations on the Web, which are very often superficial
and short-lived. What can serve as an example of loneliness online is social media ostracism,
with its different faces such as suddenly breaking up relations on social media or radically
negating a person as part of cancel culture. Many studies also indicate a relationship between
feelings of loneliness and Internet use intensity, leading to new media addiction as well.
Problematic new media users frequently suffer from loneliness. It is in the virtual world that
they seek comfort, acceptance, and social support, and it is also there that they satisfy the
need to belong to a group. Moreover, Internet users often experience acts of online
aggression, referred to as cyberbullying. The consequences of experiencing cyberbullying can
be very long-lasting and affect different spheres of a young person’s life—their emotions,
social functioning, or physical functioning. Victims of cyberbullying may feel lonely,
helpless, and frustrated; what is more, they may have problems in relations with other people,
experience difficulties in functioning at school and in the peer group, or have low self-
esteem. Frequently, individuals who have experienced cyberbullying as children or
adolescents continue to struggle with psychosomatic problems, low self-esteem, depression,

and anxiety in their adult life.



Cyberbullying is a form of violence used via the available online tools in order to
harm another person. The phenomenon of cyberbullying should be viewed from the victim’s
perspective and from that of the aggressor. These perspectives sometimes exclude each other.
Individuals who experience aggression online are also more often aggressors in other
situations. Besides, there are numerous mechanisms and functionalities available on the
Internet that promote cyberaggression. Some of those properties of the Internet will be
discussed. We will also look into certain social and psychological determinants that make
some people more likely than others to become victims of bullying.

This chapter will also discuss cyberbullying issues in the context of loneliness. First,
we will explain the terminology associated with loneliness. Precise distinctions between
terms related to loneliness makes it possible to discern subtle differences in the manner of
experiencing it. Next, we will present the determinants of loneliness: personal, sociocultural,
and technological. Among the last of these, the one that plays a key role is the development
of the Internet, which the further section of the chapter is devoted to. The good and bad sides
of the virtual revolution will be shown. The chapter’s central theme is an attempt to answer
the question about the relationship between loneliness and cyberbullying, from both the
perpetrator’s and the victim’s perspectives. Based on the presented empirical research, we
also formulate recommendations regarding the prevention of cyberbullying.

The chapter concludes with a review of the measures used to assess loneliness and

cyberbullying.

Terminology
Loneliness is a universal human experience; to a smaller or greater degree, it afflicts
everyone. Due to its complex and multidimensional character, it is a construct actively

explored in many fields, including philosophy, psychology, and sociology (Ozawa-de Silva &



Parsons, 2020). The topic of loneliness is crucial in the deliberations of existentialists, who
see loneliness as a precondition of authentic living, self-knowledge, and spiritual growth
(Seren Kierkegaard). Loneliness can be a means to attain spiritual and intellectual
independence and can contribute to the strengthening of will power (Friedrich Nietzsche); on
the other hand, it is also a price that one pays for freedom and responsibility (Jean-Paul
Sartre). The experience of loneliness is the strongest at the moment of death, which the
human being—a “being-towards-death” (sein zum Tode)—is doomed to (Martin Heidegger,
as cited in Balapashev, 2023).

The terminology referring to the experience of loneliness varies; in the literature, there
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are terms such as “loneliness,” “solitude,” “feeling of loneliness,” and ““alienation.” These are
often used interchangeably, especially loneliness and feeling of loneliness, but a closer look at
each of them reveals that they refer to different aspects of human experience.

Loneliness refers to the physical state of being alone, without other people’s presence.
A closely related term is solitude, understood as a state in which an individual is isolated
from others for external reasons, such as geographical distance or social limitations. It should
be stressed that solitude thus defined is not necessarily accompanied by a negative emotional
state; what is more, it may even be desirable in certain circumstances (Trzaskowska-
Latawiec, 2006). This idea was clearly expressed by Cacioppo & Patrick (2008), who likened
solitude to the glory of aloneness and loneliness to the pain of aloneness. The situation is
different in the case of feeling of loneliness, which can be described as a subjective sense of
lack of connection with other people, a sense of social isolation accompanied by negative

emotions in the form of perceived lack of understanding or acceptance from others. In this

context, loneliness is an objective state, whereas feeling of loneliness is a subjective one. The

! Because the term most often used in the literature on the subject is “loneliness,” covering both subjective and
objective aspects of the phenomenon, it will be employed in the present study as well.



essence of feeling of loneliness is the perceived discrepancy between the desired and actual
social relations (Perlman & Peplau, 1982).

Another concept, alienation, refers to the state of separation from one’s community or
society as a whole, often resulting from the non-identification with the surrounding norms or
values. It may take the form of rebellion against the system. Alienation should therefore be
seen in a broader sociocultural context. According to Melvin Seeman (as cited in Kmiecik-
Baran, 1995), alienation can take several forms: powerlessness, with the dominant belief in
having no influence on the fulfillment of one’s strivings; meaninglessness, consisting in a
belief that one’s actions have no value; normlessness, when the person negates the rules of
the social system; isolation—namely, loneliness marked by a characteristic belief in the
impossibility of building satisfying interpersonal relations; and self-estrangement, in which
the individual is disconnected from their own principles and beliefs.

The precise distinctions between loneliness-related terms make it possible to discern
subtle differences in the manner of experiencing loneliness; for instance, one may be alone
without feeling lonely, or one may feel lonely while being among other people. The
following question arises: What makes people feel lonely and what consequences does this

have? What are the specific factors that lead to the experience of loneliness?

Determinants of Loneliness

The determinants of loneliness are rather complex. Most generally, they can be divided
into personality, sociocultural, and technological factors, the last of these including especially
ones associated with the virtual revolution.
Personality Factors

Empirical research confirms that the feeling of loneliness is related to personality traits

such as introversion and neuroticism. Many studies have revealed a positive association of



neuroticism with loneliness (Buecker et al., 2020; Cacioppo & Patrick, 2008; Saklofske &
Yackulic,1989). In regard to the remaining dimensions of the Big Five, extraversion,
agreeableness, conscientiousness, and openness were negatively associated with loneliness
(Saklofske & Yackulic, 1989). The ones that showed the strongest associations with loneliness
were extraversion and neuroticism (Buecker et al., 2020). Other research indicated that
psychoticism and extraversion were direct predictors of loneliness (Cheng & Furnham, 2002).
Additionally, extraversion was a significant predictor of general confidence and social
interactions, which directly influenced loneliness. Lower agreeableness and stronger concerns
about independence were positive predictors of both peer-related and parent-related loneliness
(Teppers et al., 2013). In the longitudinal research conducted by Jackson et al. (2000), lower
levels of optimism and social support at Time 1 predicted increases in loneliness at Time 2.
Additionally, participants who were shy and unsupported at Time 1 were more lonely
compared to other students.

Concerning other personality traits, the literature also mentions that empathy is
inversely associated with loneliness (Beadle et al., 2012) and sense of coherence (Dotega, 2003,
2020). As far as the cognitive aspects of personality are concerned, high loneliness correlated
with characteristics such as low self-esteem, low sense of self-worth, low sense of efficacy and
external locus of control (Wojnarska & Korona, 2017).

With regard to demographic variables, loneliness has been found to be positively
correlated with female gender, non-married status, older age, poor income, lower educational
level, living alone, low quality of social relationships, poor self-reported health, and poor
functional status (Cohen-Mansfield et al., 2015; Hoffman et al., 2021). Wang et al. (2023) and
MacDonald et al. (2020) reported that loneliness was U-shaped across the lifetime, and that it
was the most strongly present in the groups below 25 and above 65 years of age. Also

interesting is the fact that whereas older generations are protected from loneliness by the quality



of social contacts, younger generations place greater emphasis on their quantity (Schwartz-
Mette et al., 2020). Intriguingly, the desire for contact with friends has a bigger impact on
loneliness in both groups than actual contact.

Sociocultural Factors

Sociocultural factors refer to the entire social contexts of human functioning—both to
place of residence and to the quality and quantity of interpersonal relations. The former include
living in heavily urbanized areas, which is a significant predictor of loneliness (MacDonald et
al., 2020).

Social relations—engaging in activities such as sightseeing, going to amusement
parks/zoos, or participating in clubs—was associated with lower loneliness scores (Queen et
al., 2014). In contrast, spending time using a computer was linked to higher self-report
loneliness scores (MacDonald et al., 2020).

Empirical research clearly indicates that it is not so much the quantity as the quality of
relations that is decisive for the feeling of loneliness (Pinquart & Sorensen, 2001). Social
relations are particularly important for loneliness in adolescence (Cheng & Furnham, 2002;
Wright & Wachs, 2023), which is a time of special sensitivity to the social group. Research has
confirmed that negative experiences with peers (e.g., being poorly accepted by peers, being
victimized, lacking friends, and experiencing poor-quality friendships) contributed
independently to the experience of loneliness (Vanhalst et al., 2014). The other period is old
age, when the passage of time and death decrease the number of significant others (Pinquart &
Sorensen, 2001).

The social determinants of loneliness should be considered in the context of cultural
changes. The currently promoted culture is one of individualism, with emphasis placed on the
importance of individuals—their needs, choices, and decisions. Community is on the decline;

ethical and spiritual values are vanishing. Borders between work and leisure become blurred;



social rules are fading away. As Konopka (2020) put it, “Cybertechnology wipes out the
boundaries introduced by culture” (p. 47, translation ours). She is also right in writing: “while
we were accelerating progress to the speed that enabled the continual virtual consumption of
ideas and symbols in cyberspace, we lost sight of the meaning of humanistic values established
in the past ... Hidden under the superficial well-being is a civilizational fear, social and
cultural crises” (Konopka, 2020, pp. 41-42, translation ours). The consequence of these crises
may be a feeling of loneliness. What has a tremendous impact on cultural changes is the
development of technology; therefore, the causes of loneliness include technological factors.
Technological Factors

Contemporary phenomena such as globalization, urbanization, and the digitization of
society also have an impact on the increase in loneliness, changing the way people form and
maintain relationships (Hampton et al., 2011). On the one hand, digitization offers extensive
opportunities to engage in social interactions and communication over a distance. On the other
hand, it generates new forms of social isolation, since virtual interactions frequently replace
real-life ones, leading to superficial relations and thereby to an increase in loneliness. The
phenomenon of having many friends on social networking sites and few in real life has been
termed “loneliness on the net” (Wojnarska & Korona, 2017, p. 178). This phenomenon is
particularly important in the case of young people, who spend a considerable proportion of
their time in the virtual space (Balapashev, 2023; Hemberg et al., 2021). The Internet often
becomes the center of life and the only “window to the world” (Konopka, 2020). Combined
with reluctance to leave one’s home or room, this resembles the hikikomori syndrome, first
described in Japan as referring to social withdrawal (Wojnarska & Korona, 2017). This term is
increasingly often used with reference to contemporary people from Western culture,

especially to young people (Sarnowski & Dominiak, 2021). Some consider hikikomori a kind



of lifestyle or even a form of adaptation to the quickly changing conditions and pace of life,
including the excess of information (Konopka, 2020).

A different phenomenon associated with a withdrawal from real-life social contacts is
cocooning, which consists in consciously isolating oneself from the environment and creating
one’s own comfort zone in the privacy of one’s home. Cocooning individuals work from home,
do e-shopping, and choose those forms of entertainment that they can engage in at home
(Sotowiej, 2013; as cited in Konopka, 2020).

An interesting issue was pointed out by Kozielecki (2007), who observed that the
multitude of information an average Internet user has access to induces a sense of threat and
anxiety and, consequently, a desire to escape, which can take the form of self-isolation—
withdrawal from contact with the external world and with other people.

A still another form of progress-related loneliness is technological/digital exclusion,
affecting especially older adults (Czarnecka et al., 2023). It consists in the marginalization of
people who do not have access to modern technologies, such as the computer, the smartphone,
and the Internet (Kujawski, 2018). The lack of contact with modern media or the lack of
motivation or abilities needed to use them leads not only to this form of social exclusion but,
in consequence, to inequalities between people using and not using the virtual space linked,
among other things, with access to education, culture, or the job market.

To sum up, the determinants of loneliness are complex, with personality, sociocultural,
and technological factors contributing to its emergence. The last of these generate new forms

of loneliness—hikikomori, cocooning, and (at the opposite extreme) digital exclusion.

The Virtual Revolution and Loneliness
The virtual revolution, as the emergence of the Internet has been called, considerably

changed nearly every aspect of human life, not only in the professional and private spheres



but also in education. It ushered in new ways of communicating, looking for and sharing
information, providing oneself with entertainment, and spending free time. In other words,
time-space limitations were surmounted. With the arrival of these changes and the related
facilitations, negative phenomena also appeared in society, such as phubbing, which consists
in ignoring the person one is currently interacting with in favor of using a mobile phone
(Tanhan et al., 2024), risky behaviors associated with using the Internet and the tools
available in it (Morahan-Martin, 1999), behavioral addictions, extortions, online crime, or a
new type of anxiety associated with the virtual space—namely, fear of missing out (FoMO),
which is a fear of failing to notice or take part in something important online (Melliani et al.,
2023). These phenomena have considerably affected users’ physical, mental, and emotional
health.

Bearing in mind all the gains and harms, one may ask: Are we happier and less lonely
thanks to the Internet? The results of research into this matter do not give a clear answer.
Preliminary research reports by Kraut et al. (1998), going back to the emergence of the
Internet on a wide scale, tested whether Internet use would improve or worsen participants’
social engagement. In an experiment covering the first 1-2 years of Internet use, users had
unlimited access to the Internet. In the first part of the experiment, a deterioration of their
well-being and social relations was observed, while depressive symptoms and loneliness
intensified. Further research showed that these negative effects were the most lasting in
introverts and in those who had poor social resources anyway. By contrasts, extroverts and
individuals with large social resources gained even more from interactions via the Internet.
This supported the hypothesis that “the rich get richer and the poor get poorer.” Individuals
rich in social and personality resources gained more on contacts via the Internet.

When considering the relationship between loneliness and Internet use, researchers

have advanced two opposing hypotheses: the first one posits that loneliness is a consequence
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of excessive Internet use—because Internet users invest in online relations at the cost of real-
life ones. According to the second, alternative hypothesis, lonely individuals are attracted to
online activity, which offers them connectedness, companionship, and community
membership (Smith & Alheneidi, 2013). Attempting to answer the question of whether the
Internet makes people are more or less lonely, let us begin by characterizing online
communication. It can be observed that, when online, some people disclose more about
themselves, behave openly more often, and act more intensively than they do in the real
world. Some scholars refer to this as the online disinhibition effect, which is the case when
the sense of anonymity on the Internet and the lack of physical contact results in the
disappearance of barriers and in individuals behaving differently than they do in everyday
social situations offline (Joinson, 2007). The author gives diverse examples of disinhibition,
including ones in areas such as communication (in the form of self-disclosure and fury) and
information seeking (in the form of searching for pornographic materials).

In the literature, several factors are mentioned that work together to produce the
online disinhibition effect: anonymity: the sense of anonymity that the Internet provides can
make people feel less inhibited and more willing to express themselves openly; perceived
distance: the perceived distance between the user and other people online can decrease the
perception of social signals and the norms governing offline interactions; lack of
consequences: the perceived lack of direct consequences of one’s actions on the Internet can
lead to greater readiness to take risks and behave impulsively; disinhibition by association:
the presence of other people engaging in disinhibited behavior can further normalize such

behavior and encourage others to do the same (Suler, 2004).
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Loneliness and Posting Information Online

Research on adolescents and young adults showed that individuals who felt lonelier
disclosed more information about themselves (Btachnio et al., 2016). Many studies indicate a
blurring of the border between what is private and what is made public. Presence in social
media promotes greater openness. Research has revealed a reducing impact of more intensive
Internet and social media use on feelings of loneliness; it has also shown their positive effect
on building social capital and well-being. Interesting relationships are visible, however, when
online and offline realities are distinguished. It turned out that individuals using Facebook for
social purposes felt less lonely online, but not in real life (Grieve et al., 2013). Loneliness
may also be influenced by social media usage pattern (Burke et al., 2010). Active usage—for
example, posting news or status updates—was associated with lower loneliness, whereas
passive social media use, such as browsing photos or reading other people’s conversations,
increased users’ feeling of loneliness. Likewise, other scholars found that loneliness was
associated with Facebook usage pattern (Al-Saggaf & Nielsen, 2014). They distinguished two
groups of people: lonely and connected. Facebook users labeled as lonely more often
disclosed their personal data, information about their relationship, and their address, while the
other group, labeled as connected users, more often disclosed their views. It turned out that
Facebook use motives also modified the effect of Facebook on loneliness. A longitudinal
study on a sample of adolescents (Teppers et al., 2014) showed that in the case of using
Facebook to compensate for the lack of social skills loneliness among the peers increased,
while Facebook used as a way to form new acquaintances helped reduce the feeling of
loneliness. Individuals experiencing loneliness used social media increasingly often to
establish social interactions and to fulfill the desire to be noticed and appreciated (Veissiere
& Stendel, 2018). The meta-analysis conducted by Song et al. (2014) revealed that it was not

Facebook that caused loneliness—it was lonely people who used Facebook more. Research
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results (Btachnio et al., 2016) revealed that only in the youngest group (lower secondary
school students) was loneliness a positive predictor of self-disclosure on Facebook. Young
people post private information on their profiles because they feel lonely. Lonely people

disclose more information on Facebook than those who do not feel that way.

Loneliness Online

So far, we have presented the issue of loneliness experienced in reality and its
consequences for individuals’ activity in the virtual space. There is, however, also a different
type of loneliness: loneliness online. This kind of loneliness concerns, above all, the quality
of relations established on the Internet, and in a broader context it manifests itself in new
forms of loneliness online, associated with what has been termed online identity and with
social media ostracism.

Contrary to the popular belief that in the era of the Internet the number of friends and
the number of opportunities to start new relations should be growing, it turns out that the
“buoyancy” of interpersonal contacts remains unchanged compared to the pre-digital era
(Dunbar, 2016). A bloated online friends list results in a merely delusive sense of closeness.
The superficiality of the interactions that an individual engages in via social media results in
a sense of loneliness in the long term. Moreover, these “relations” are usually devoid of
extra-verbal signals—for example, during conversations via instant messaging applications.
The lack of proxemic information—tone of voice, modality—results in worse
comprehension, frequently leading to groundless conclusions being drawn, but above all it
renders the experience of the other person’s real physical closeness impossible. Dialog often
takes place in a hurry, using abbreviations and emoticons (Konopka, 2020). This kind of
conversation is a symptom of a “cold civilization” rather than a “warm culture” (Kozielecki,

2007, p. 8) and, consequently, leads to a feeling of loneliness.
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In a broader context, loneliness online is related to the new phenomena generated by
e-reality, particularly those that involve taking on certain roles when online and shaping one’s
image, which can lead to losing one’s identity (am I myself or my avatar?) and, as a result, to
a sense of alienation. The so-called online identity is a product of self-creation, combining
characteristics perceived as desirable by the online community. These characteristics are
usually idealized, both in the domain of physical attractiveness and with regard to the
individual’s activities (e.g., the way of spending free time or vacation). This selective
presentation of “the best version of oneself,” to the exclusion of the worse or weaker aspects
of one’s life, can result in self-alienation, being a special type of loneliness.

Another form of loneliness online is social media ostracism or cyberostracism
(Schneider et al., 2017), which consists in a sense of being ignored or even excluded online.
The simplest kind of ostracism is not receiving the expected feedback—for example, to what
one has posted on Facebook (Hayes, 2018). A somewhat different form is cyber-rejection by
receiving negative comments. The consequences are similar to those of cyber-ostracism:
Cyber-rejection leads to a threat to social media users' needs for belonging, self-esteem,
meaningful existence, and control. The difference lies in the way of coping: Ostracized users
tend to exhibit more prosocial behavior, while rejected users tend to withdraw from social
interactions (Lutz & Schneider, 2020).

It should be noted that the phenomenon of ostracism has evolved in the digital age,
with new forms emerging, such as ghosting, orbiting, phubbing, and cancel culture (Boykina,
2022). Ghosting consists in a person suddenly terminating friendship without giving a reason,
as when they suddenly stop replying to messages. Orbiting is regarded as one of the forms of
ghosting; it also consists in someone ignoring a person while at the same time “liking” their
photos, reacting to their comments, tagging them on social media, etc. Phubbing can be most

briefly defined as ignoring a person in favor of the mobile phone. Cancel culture, in the
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context of cyberostracism, may refer to rapid and widespread public judgments and reactions
(Velasco, 2020), which is what influencers usually experience (Lee & Abidin, 2024). All
forms of social ostracism can have a significant negative impact on a person’s well-being,

self-esteem, and sense of belonging.

Cyberbullying: Definition and Prevalence

As noted above, a different phenomenon that casts a shadow over the Internet
revolution is cyberbullying. Although bullying itself is not a new thing, what is new is the
forms it takes and the tools that are used for this type of aggression. The term
“cyberbullying” covers a wide spectrum of phenomena—antisocial behaviors involving
aggression and bullying by means of the new media (Wojtasik, 2007). Various functions
offered by the Internet are used in cyberbullying, such as electronic mail, chatrooms,
websites, blogs, social networking sites, and instant messaging services (Kowalski et al.,
2008). Cyberbullying is usually defined as aggression that is intentionally and repeatedly
applied by electronic means against a person who cannot easily defend themselves (Kowalski
et al., 2012; Patchin & Hinduja, 2012). Many scholars have observed that cyberbullying is
common among adolescents and adults, and some studies (Juvonen & Gross, 2008; Katzer et
al., 2009) revealed that nearly 75% of school-age children had experienced this form of
aggression at least once in the past year. The experience of cyberbullying is associated with a
number of negative effects for individuals, including anxiety, depression, substance abuse,
sleeping problems, increased somatic symptoms, decreased school effectiveness, truancy and
absence from work, giving up school, and even murder or suicide (Mishna, et al., 2016;
Mitchell et al., 2007; Privitera & Campbell, 2009; Ybarra et al., 2007).

Young people often use these communication technologies not only to acquire

knowledge and learn. There are other functions, not necessarily positive. Communication
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technologies also offer new possibilities of engaging in aggression, namely cyberbullying. On
one side of a situation of cyberbullying, there is the cyberbullying perpetrator (also referred
to as cyberbully or cyberaggressor), while on the other side there is the cyberbullying victim
(or cybervictim); some scholars also distinguish the third figure involved, namely

cyberwitness (Holfeld & Mishna, 2018).

Loneliness and Cyberbullying
The relationship between loneliness and cyberbullying is far from simple, and—as in
the case of the relationship between loneliness and online activity—the same question can be
asked in its context: is loneliness a cause or an effect? (cf. Kim et al., 2009). The answer is
more complex, however, because in this case a lonely person can be a perpetrator or a victim.
The review of existing studies makes it possible to systematize their results into four
specific categories:
Loneliness as a predictor of experiencing cyberbullying (cybervictimization)
Loneliness as a predictor of cyberbullying perpetration
Loneliness as a result of cyberbullying

Loneliness as unrelated to cyberbullying.

For each category, empirical research will be presented.

Loneliness as a predictor of experiencing cyberbullying (cybervictimization)

Numerous studies confirm a relationship between the experience of loneliness and
cybervictimization. Data from research in the Israeli population indicated that 16.5% of
adolescents were cybervictims, and 32.5% knew someone who had experienced

cyberbullying (Olenik-Shemesh et al., 2013). In a different study, 17.6% of teenagers
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reported that they had experienced cyberbullying (Al Qudah et al., 2020). Samsudin et al.
(2024) observed that cybervictims were more present in social media because in real life they
experienced loneliness, frequently affecting various areas of functioning—social or emotional
(Olenik-Shemesh et al., 2013). In their experience of loneliness, these people seek a boost to
their self-esteem or sense of belonging online, and instead of finding it there they encounter
negative and harmful reactions from other Internet users (Velensia et al., 2021). Interestingly,
as reported by Al Qudah et al. (2020), both the general feeling of loneliness and its specific
types (social, personal) were positively correlated with various forms of cyberbullying:
defamation and sexual harassment, exclusion, ridicule and threatening, and privacy violation.
Many studies support the earlier thesis about the small resources of individuals who
have experienced cyberbullying—apart from loneliness, victims are characterized by low
self-efficacy, low well-being, and low social support (Olenik-Shemesh et al. 2013). Apart
from low personal resources, what was also observed is a low level of community resources,
for example family-related ones; this was reported by Larrafiaga et al. (2016), who analyzed
the relationship between loneliness and the degree of communication in victims depending on
the intensity of cyberbullying. They distinguished the following groups of cyberbullying
victims: non-involved, occasional, and severe—plus an extreme case of cyberbullying, daily
victims. It turned out that, compared to non-victims, victims of cyberbullying reported a
stronger feeling of loneliness and more problems in communication with their parents. By
contrast, those who had not experienced cyberbullying reported better and more open
communication with their parents than cybervictims. The adolescents who were victims of
severe or everyday cyberbullying experienced a much higher level of loneliness and reported

more communication problems.
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Similar community deficits were observed in a sample of Spanish adolescents
suffering from high cybervictimization, who reported problems in communication with both
parents and worse school adjustment (Caias et al., 2020).

Apart from itself being a deficit in personal resources, the feeling of loneliness can
also weaken other resources; this was confirmed in the study by Sarigam et al. (2016), where
loneliness played the role of a mediator between perceived social skills and cyberbullying in
a sample of Turkish teenagers. As in the study by Jiang et al. (2022), loneliness mediated the

relationship between emotional regulation and cyberbullying.

. Loneliness as a predictor of cyberbullying perpetration

The relationship involving loneliness as a predictor of cyberbulling perpetration
seems to be less obvious than in the case of cyberbullying victimization, but studies have
confirmed this relationship direction as well.

Al Qudah and colleagues (2021) found that cyberbullying among university students
could be predicted by psychological loneliness. Also research among Chinese university
students confirmed the positive correlation between loneliness and cyberbullying
perpetration. Additionally, general trust played a bidirectional mediating role between
cyberbullying (perpetration and victimization) and loneliness (Tong et al., 2024).

A surprising result of the research by Samsudin et al. (2024) was the negative
relationship between cyberbullying and loneliness. The explanation of this relationship is as
follows: the more cyberbullying offenders perpetrated, the less lonely they felt. The same
result and an identical interpretation are found in Wright and Wachs (2022).

Analyzing the mechanism leading to this kind of aggression more closely, Larrafiaga
et al. (2016) observed that parents of cyberbullying perpetrators more often used violence and

physical punishments or ignored their children’s behaviors. The authors explain that, in such
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3.

families, children learn that aggression is a means to an end, which means that, to some
extent, cyberbullying is a learned behavior. Moreover, because they experience a lack of love
and attention themselves, bullying allows them, on the one hand, to relieve their aggression,
and on the other—to gain a greater sense of power.

As observed by Lowry et al. (2017), loneliness and cyberbullying are interrelated. The
use of technological devices, such as mobile phones and computers, can cause loneliness in

the environment, which can lead to aggressive behaviors, including cyberbullying.

Loneliness as a result of cyberbullying

The experience of cyberbullying can lead to withdrawal from social relations, both in
the real world and online. As a result, it can lead to psychological problems—depression,
anxiety, greater suicidal ideation (Kowalskiet al., 2020), and a feeling of loneliness (Camerini
et al., 2020; Evangelio et al., 2022; Varghese & Pistole, 2017). Many studies have confirmed
this direction of the relationship between loneliness and cyberbullying.

Camerini et al. (2020) performed a systematic review of longitudinal studies and
found that cyberbullying victimization could significantly and positively predict loneliness in
the future, in accordance with the model of stress exposure indicating that the experience of
stress weakened individuals’ resources and made them more susceptible to other problems.
Naturally, this relationship is not deterministic; Shukla and Chouhan (2023) observed that
strategies for coping with stress, such as seeking social support and active coping, could
reduce the feeling of loneliness and act as a mediator in the relationship between
cyberbullying victimization and loneliness. Other mediators of this relationship include
emotional intelligence (Shukla & Chouhan, 2023) as well as depression, anxiety, and stress

(Samsudin et al., 2024).
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Sahin (2012) also found a positive correlation between the experience of
cyberbullying and loneliness; cybervictimization was identified as a predictor of loneliness in
the study. Engagement in cyberbullying was found to lead to loneliness (Iorga et al., 2022).
Similar results were obtained by Cava et al. (2020) in a study of girls and a special type of
cyberbullying—cyber dating violence (CDV); it turned out that the girls who were more
often victims of CDV also scored higher on loneliness and depressive mood.

A different study (Heiman et al., 2015) compared an additional aspect related to
cyberbullying—namely, being a cyberwitness—between a group of ADHD vs. non-ADHD
students. The results showed that the students with ADHD who were both witnesses and
victims of cyberbullying reported higher feelings of emotional loneliness and a lower belief

in their social self-efficacy than non-ADHD students.

. Loneliness as unrelated to cyberbullying

The least numerous studies are those that indicate the absence of a relationship
between loneliness and cyberbullying, in the context of both perpetrators and victims. A
study of Turkish teenagers revealed no such relationship (Sahin, 2012). Likewise, in research
on British teenagers, loneliness was not a significant individual predictor of cyberbullying

perpetration (Brewer & Kerslake, 2015).

Cyberbullying Prevention

Cyberbullying is a phenomenon serious enough that many programs and strategies
preventing this form of aggression have been developed (Espelage & Hong, 2017). The key
conclusions from the available sources will be presented below.

The first step in cyberbullying prevention is knowledge—the understanding of the

cyberbullying phenomenon itself, its types, and its mechanisms. There are numerous websites
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devoted to education on this topic?. In many schools, projects are underway that expand
knowledge on this phenomenon (e.g., the “Safe School” project). An interesting proposal for
parents, directly addressing cyberbullying prevention issues, is e-parenting, online education
for parents on this subject (Yosep et al., 2023).

An important issue is the elements of what is called cyber-hygiene, associated with
rational Internet use and proper management of private data, especially personal data.

It is necessary to learn how to react when one becomes a victim of cyberbullying. The
ways of reacting include, above all, saving the evidence of cyberbullying (e.g., a screenshot)
and reporting the offensive comments or vulgar language one has encountered to website
administrators or moderators of discussion forums.

Naturally, what is also important is systemic solutions, such as legislation deterring
potential perpetrators through punishments. On June 6, 2011, an amendment of the respective
law was passed, whereby cyberbullying was recognized as a prohibited act in Poland.
Currently, this act is punishable under Article 190a of the Polish Penal Code (Persistent
harassment. Identity theft).

The last element of prevention consists in efforts to overcome the feeling of
loneliness, which—as we have attempted to show in this chapter—can be both a cause and an
effect of cyberbullying. For this purpose, it is recommended to strive to enhance Internet
users’ personal resources, and in the case of children and adolescents—also their community

resources, including those associated with school and family.

2 The examples: http://www.stopbullying.gov/cyberbullying/index.html;
http://www.cyberbullying.ca/; http://www.prevnet.ca; https:// www.gov.pl/web/baza-
wiedzy/cyberbullying--nekanie-w-sieci).
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Measures of Loneliness and Cyberbullying

At the end of this chapter, popular measures of loneliness and cyberbullying are

presented, designed to be used not only with adults but also with children and adolescents

(Table 1).

Table 1

A Review of Measures of Loneliness and Cyberbullying

Measures
of
loneliness

Name of Author Responden | No. of Response Reliability | Dimension
the ts items scale s
measure
UCLA Russell, adults aged | 20 items 4-point Cronbach's | general
Loneliness | Peplau, & 18 and scale, from | o =.96. loneliness
Scale Ferguson, | above "I never Test-retest
1978/1996 feel this correlation
way"to "l | over a two-
often feel month
this way" period =
73.
UCLA Baek, Cho, | children 5 items 6-point Cronbach's | SNS users'
Loneliness | & Kim, and Likert o=.86 subjective
Scale— 2014 adolescents scale loneliness
Modified
The Stigma | Ko et al., adults aged | 10 items 5-point Cronbach's | public and
of 2022 18 and Likert o=.88 self-stigma
Loneliness above scale, from of
Scale (SLS) 1= loneliness
strongly
disagree to
5=
strongly
agree
The Brief | Ventura- adolescents | 5 items 0 =never; | The omega | fear of
Fear of Ledn et al., | and adults 1 =rarely; | coefficient [ loneliness
Loneliness | 2020 2= s at the
Scale sometimes; | exploratory
(BSFL) 3 =almost | and
always; 4 = | confirmato
always ry levels
were ® =
.88 and
91.
The Social | DiTommas | adults 37 items 7-point All three (1)
and o0& scale, from | subscales romantic
Emotional | Spinner, 1= had very loneliness,
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Loneliness | 1993 strongly good (2) family
Scale for disagree to | internal loneliness,
Adults 7= consistenc | (3) social
(SELSA) strongly y, ranging | loneliness
agree from .89 to
.93.
The Asher, children 16 items 5-point Cronbach's | feelings of
Loneliness | Hymel, & scale: a=.90 loneliness
and Social | Renshaw, always and social
Dissatisfac | 1984 true, true dissatisfact
tion most of the ion
Questionna time,
ire sometimes
true,
hardly ever
true, not
true at all
De Jong de Jong- adults 11 items none of Cronbach’s | emotional,
Gierveld Gierveld & the time, o=.90; social, and
Loneliness | Kamphuls, rarely; Social and | general
Scale 1985 some of Emotional | loneliness
(DJGLS) the time, Loneliness
often; all of | (Cronbach’
the time sa=.892
and .776,
respectivel
y)-
Name of Author Responden | No. of Response Reliability | Dimension
the ts items scale s
measure
The Cyber- | Alvarez- 12-18- 19 items Likert-type | Raykov’s (D)
Aggression | Garcia, year-olds scale with | rho higher | Impersonat
Questionna | Barreiro- four than .80. ion
ire for Collazo, options (1 (2) Visual-
Adolescent | Nunez, & = never, Sexual
s (CYBA) Dobarro 2 = rarely, Cyber-
3 = often, Aggression
and 4= (3) Verbal
always) Cyber-
Aggression
and
Exclusion
The Online | Tynes, 14-19- 21 items Responses | .66—.87 (1) Online
Measures Victimizati | Rose, year-olds range from victimizati
of on Scale & 1 = never on
cyberbullyi | for Williams to 6= (2) Online
ng Adolescent every day. sexual
N victimizati
on
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©)

Individual
online
racial
discriminat
ion
4)
Vicarious
online
racial
discriminat
ion
The Sumter, 9-18-year- | 20 items Response .86-.89 (1) Offline
Multidimen | Valkenbur | olds options: direct
sional g, never, once (2) Offline
Offline and | Baumgartn in the past indirect
Online er, six months, (3) Online
Peer Peter, 2-3 times direct
Victimizati | & van der in the past (4) Online
on Scale Hof SixX indirect
months,
about once
a month,
about once
a week,
and almost
every
day
Cyberbully | Kwan & 13-17- 63 items Responden | .86—.89 (1)
ing of Skoric year-olds ts indicate Prevalence
Facebook the number of
of times Facebook
(never, victimizati
once, 2—4 on
times, 5—7 2)
times, 8—10 Prevalence
times, or of
more than Facebook
10 times) bullying
3)
Prevalence
of school
victimizati
on
4)
Prevalence
of school
bullying
The E- Lam & Li | 11-16- 6 items A response | .92—-.96 (1) Mild e-
Bullying year-olds set with a bullying,
Scale (E- rating from (2) Serious
BS) for 0to6 e-bullying

correspond
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adolescent ingtoa
s range of 0
times to 6
times or
more
The E- Lam & Li | 11-16- 5 items A response | .92 EFA
Victimisati year-olds set with a results for
on Scale rating from the E-VS
(E-VS) 0to6 suggested a
correspond single-
ingtoa factor
range of 0 structure
times to 6 based on
times or the Scree
more Plot
methods in
conjunctio
n
with the
selection
criteria of
an
eigenvalue
> 1.0.
The Cyber | Cetin, 9—12th- 22 items Mostly Yes | .89 (1) Cyber
Victim and | Yaman, & | grade or No verbal
Bullying Peker students questions. bullying
Scale (2) Hiding
identity
(3) Cyber
forgery
The Cyber | Erdur- 14-18- The Cyber | Participant | .92 for the | The
Bullying Baker & year-olds Bully Form | s answer CBI Cyber | original
Inventory Kavsut consists of | using a4- | Bully Form | CBI
(CBI) 16 point and .80 for | consists of
questions Likert the CBI two
and the scale (1 = Cyber parallel
Cyber It has Victim forms: one
Victim never Form for cyber
Form happened bullying
consists of | to me, 2 = and one for
18 It cyber
questions happened victimizati
once or on.
twice, 3 =
It
happened
three-five
times, 4 =
1t
happened
more than

five times).

25




Cyber Dilmag 18-22- 3 questions | Response | - Single-
Bullying year-olds scale: 1 = factor
Questions not at all, 2 structure

=once,3 =

between

two and

four times,

4 = more

than five

times
The Palladino, | 13-20- 14 items Each item | .63-.76 (1) Written
Florence Nocentini, | year-olds is rated on verbal, (2)
CyberBully | & a 5-point Visual,
ing- Menesini scale: 1 = 3)
CyberVicti never, 2 = Impersonat
mization once or ion,
Scales twice, 3 = 4)
(FCBVS) one or Exclusion

two times

at month, 4

=oncea

week, and

5 =several

times a

week.
The Brighi, 12-18- 22 items Likert-type | .93—-.97 (1) Cyber-
European | Ortega, year-olds scale with victimizati
Cyberbully | Pyzalski, five on, (2)
ing Scheithaue response Cyber-
Interventio | r, Smith, options: aggression
n Project Tsormpatz from 0 =
Questionna | oud, never, 1 =
ire Tsorbatzou once or

dis, et al. twice, 2 =

once or

twice a

month, 3 =

about once

a week,

and 4 =

more than

one once a

week

26



Conclusion

In our chapter, we have attempted to look at the complex links between how the virtual
world influences people, their functioning in social life, and their feeling of loneliness,
particularly in the context of the ubiquitous Internet and the different forms of cyberbullying
present in it. Rather than a ready answer, our discussion is an attempt to systematize a variety
of approaches and assumptions and to present the results of research on the relationship
between loneliness and cyberbullying, considered from both the victim’s and the perpetrator’s
perspectives. The results of this research do not provide a clear answer on whether loneliness
is a cause or an effect of cyberbullying. These interrelations are more complex and determined
by many other factors, including personality traits, family, and the sociocultural context.

Ultimately, everything is a tool, and the usage of a tool depends on the goal.
Accordingly, Nowland et al. (2018) believe that the relationship between loneliness and
Internet use depends on the purpose for which a person turns to this tool: when the Internet is
used to enhance the existing social relationships and develop new social connections, it is a
valuable instrument for reducing loneliness (the “stimulation hypothesis™), but when it is used
to escape from the social world and withdraw from social interactions, it will increase feelings
of loneliness (the “displacement hypothesis™).

To sum up, the virtual revolution brought by the Internet has its good and bad sides. On
the one hand, the Internet is a window to the world, thanks to which a person can gain access
to unlimited knowledge and culture in one click and be in touch with people from all over the
world. On the other hand, the virtual space is becoming a place where one can feel lonely
despite thousands of “friends” or “followers” and where one may experience various forms of

cyberbullying.

Funding This research has received funding from the National Science Centre, Poland
2020/38/L/HS6/00607
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