REVIEW OF EUROPEAN AND COMPARATIVE LAW
VOLUME XLV
YEAR 2021, ISSUE 2, pp. 57-75
DOI: https://doi.org/10.31743/recl.10733

THE POWERS OF THE SUPERVISORY BODY IN THE GDPR
AS A BASIS FOR SHAPING THE PRACTICES OF PERSONAL
DATA PROCESSING

Pawet Hajduk*

ABSTRACT

The purpose of this article is to analyse the competences of the supervisory author-
ity provided for in the General Data Protection Regulation (GDPR) as a tool to
shape the practice of personal data processing. This article verifies the thesis that
the status of the supervisory authority formed in the GDPR, taking into account
the authority’s independence, makes it possible to exercise the authority thor-
oughly, which is the basis for shaping personal data processing practice. Supervi-
sory authorities have a wide range of powers to carry out the duties assigned to
them. This is guaranteed by their independence. The exercise of powers resonates
with all entities that fall under the jurisdiction of those authorities. The decisions
of the authorities become the subject of interest of both the literature and personal
data administrators. The powers connected with imposing administrative penal-
ties might play a particular role. Their imposition causes that entities which are
in similar circumstances may expect to be subject to the same penalties. In order
to avoid this situation, they tend to adapt their practices to the model adopted
in the decision. Opinions and recommendations, as well as codes of conduct ap-
proved by the supervisory authorities for particular sectors, which are a bench-
mark for administrators in those sectors, play an important preventive role.
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1. INTRODUCTION

Personal data is one of the basic elements of the functioning of a glo-
balised world'. Technological developments entail the processing of an ev-
er-increasing amount of information?. The effectiveness of a law depends
on its ability to be enforced. The EU legislator has established independent
supervisory authorities as guardians of GDPR enforcement. The aim of
this article is to analyse the powers of the supervisory authority provided
for in the GDPR as a tool to shape the practice of processing personal data.
It is verified that the status of the supervisory authority as developed by
the GDPR, taking into account its independence, allows for the reliable
exercise of its powers, which forms the basis for the development of per-
sonal data processing practice.

2. THE SUPERVISORY AUTHORITY IN THE PERSONAL DATA
PROTECTION SYSTEM IN THE EUROPEAN UNION

Article 51 of the GDPR introduces the institution of supervisory au-
thorities. The EU legislator requires Member States to put in place a mech-
anism of such a form that one or more independent public authorities are
responsible for monitoring the application of this Regulation, in order to pro-
tect the fundamental rights and freedoms of natural persons with regard to
the processing and to facilitate the free flow of personal data within the Un-
ion. This solution is not new. A similar obligation is imposed on Member
States by Article 28 of Directive 95/46/EC of the European Parliament
and of the Council of 24 October 1995 on the protection of individuals

! See: Zana Pedic, “Interconnectivity and differences of the (information) privacy

right and personal data protection right un the European Union,” Review of Comparative
Law 30, no. 3 (2017): 125.

2 Recital 6 of Regulation (EU) 2016/679 of the European Parliament and of
the Council of 27 April 2016 on the protection of individuals with regard to the processing
of personal data and on the free movement of data and repealing Directive 95/46/EC (Gen-
eral Data Protection Regulation) (O] EU. L. of 2016 No. 119, p. 1) (GDPR or Regulation).
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with regard to the processing of personal data and on the free movement
of such data’.

An attempt has been made in the literature to clarify the basic
duty of supervisory authorities, namely, to monitor the application of
GDPR. U. Goéral indicates that monitoring is a concept that may indi-
cate a passive or active attitude. In order to interpret this concept, refer-
ence should first be made to other language versions of the Regulation.
In the French version of the Regulation, the word surveiller is used, which can
mean both ‘watchful” and ‘inspects. A similar understanding of duty can be
found in other language versions: German (fiir die Uberwachung der Anwend-
ung), English (for monitoring the application) or Spanish (supervisar la apli-
cacidn)*. This justifies the assumption that it is the task of the superviso-
ry authority to take active action in respect of the possibilities granted by
the Regulation and national legislation.

Another issue under examination is the possibility for the national
legislator to choose how to shape the supervisory authority. The doctrine
indicates that this solution is an example of institutional autonomy for
Member States, which have the freedom to shape their own administrative
institutions. The supervisory authorities may be either collegiate or sin-
gle-member. Their structure may be established in such a way that there
is a single authority competent for the territory of the entire Member
State, or in such a way that, in addition to such a central authority, there
are a number of authorities which are competent for areas of the country
which are separated at the level of administrative law, such as provinces or
states. In Germany, for example, the supervisory authorities operate not
only at federal level but also at the level of individual land®.

At the same time, it should be noted that in the Regulation, in Arti-
cle 51(2) of the GDPR, the EU legislator imposed an obligation on super-
visors to contribute to the consistent application of this Regulation throughout

3 (OJ L. of 1995 No. 281, p. 31, as amended) (Directive).

* Urszula Géral and Pawet Makowski, “Artykut 51. Organ nadzorczy,” in GDPR.
General regulation on personal data protection. Commentary, ed. Dominik Lubasz and Edyta
Bielak-Jomaa (Warsaw: Wolters Kluwer Polska, 2018), 908.

> Pawet Litwiriski, “Komentarz do artykutu 51,” in EU Regulation on the protection
of individuals with regard to the processing of personal data and on the free movement of data.
Commentary, ed. Pawet Litwiniski (Warsaw: Legalis el., 2018).
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the Union. It seems that the need to draw the attention of the EU legislator
to the need for consistent application of the GDPR stems from the recog-
nition of the risk of different application of the GDPR in the territory of
individual Member States, which could ultimately lead to different inter-
pretations of the same legal act at the level of individual Member States.

This Article concerns solutions adopted at the level of EU legislation,
in particular GDPR. These solutions in the Polish legal order have been
specified in detail by the Act of 10 May 2018 on the protection of personal
data®, which has been subject to comprehensive analysis in the available
literature’. The supervisory authority within the meaning of the Regu-
lation is, pursuant to Article 34 paragraph 2 of the Data Protection Act,
the President of the Personal Data Protection Office.

The regulation allows the authorities of the state supervisory bodies
for the processing of personal data in churches and religious associations
to be shaped differently at the level of national legal systems. In view of
Article 91(2) of the Regulation, churches and religious associations may
in certain cases be subject to supervision by an independent supervisory
authority, which may be separate from the state authority. However, where
such a body is not established, the supervisory tasks will be carried out by
a state authority®.

The autonomy of churches and religious associations is also imple-
mented by the provision of Article 91(1) of the Regulation, according to
which, if at the time of entry into force of the GDPR, churches and reli-
gious associations apply specific rules for the protection of personal data,

¢ Journal of Laws of 2019, item 1781 (Data Protection Act).

7 Cf: Michat Czerniawski and Maciej Kawecki, ed., Personal Data Protection Act.
Commentary (Warsaw: C.H. Beck, 2019); Anna Dmochowska and Aleksandra Piotrowska,
Personal Data Protection Act. Commentary, (Warsaw: C.H. Beck, 2018); Pawet Litwinski,
ed., Personal Data Protection Act. Commentary (Warsaw: C.H. Beck, 2018); Dominik
Lubasz, ed., Personal Data Protection Act. Commentary (Warsaw: C.H. Beck, 2019); Justyna
Kurek and Jolanta Taczkowska-Olszewska, Protection of personal data as a realization of tasks
in the area of state security (Warsaw: C.H. Beck, 2020).

8 Natalia Zawadzka, “Artykut 91. Istniejace zasady ochrony danych obowiazujace
koscioty i zwiazki wyznaniowe,” in GDPR. General regulation on personal data protection.
Commentary, ed. Dominik Lubasz and Edyta Bielak-Jomaa (Warsaw: Wolters Kluwer Pol-
ska, 2018), 1116-1117.
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such rules may continue to apply after adjustment to the requirements
of the GDPR. In the absence of such prior regulations, the provisions of
the Regulation are fully applicable.

A dispute has arisen in Polish literature as to whether the Catholic
Church has such separate regulations in the Polish legal order. P. Fajgielski’
is of the opinion that such regulations apply. The opposite view — accord-
ing to which there are no such regulations in the internal law of the Catho-
lic Church — was expressed in a monography edited by D. Lubasz and
E. Bielak-Jomaa'. The essence of the dispute in question comes down
to whether the Catholic Church, in order to be covered by the exemp-
tion provided for in Article 91(1) of the GDPR, should have a normative
system which would comprehensively regulate the processing of personal
data. It seems that we should agree with the view expressed by Mr Fajgiel-
ski. In order to be covered by this exemption, it is necessary to apply spe-
cific rules for the protection of individuals with regard to the processing of
their data. The Catholic Church has such rules in a normative manner''.
The fact that such regulations may not be complete seems to be legally
irrelevant in the light of the problem in question. It means, therefore, that
the Catholic Church is subject to separate rules in Poland with regard to
the processing of personal data to the extent that they were applied when
the GDPR entered into force, provided that those rules were adapted to
the provisions of the Regulation.

? Pawel Fajgielski, “Artykut 91. Istniejace zasady ochrony danych obowiazujace koscio-

ty i zwiazki wyznaniowe,” in General Data Protection Regulation. Personal Data Protection Act.
Commentary, ed. Pawet Fajgielski (Warsaw: Wolters Kluwer Polska, 2018), 693-694.

' Natalia Zawadzka, “Artykul 91. Istniejace zasady ochrony danych obowiazujace
koscioty i zwiazki wyznaniowe,” in GDPR. General regulation on personal data protection.
Commentary, ed. Dominik Lubasz and Edyta Bielak-Jomaa (Warsaw: Wolters Kluwer Pol-
ska, 2018), 1114-1115.

""" Pawel Fajgielski, “Artykut 91. Istniejace zasady ochrony danych obowiazujace
koscioty i zwiazki wyznaniowe,” in General Data Protection Regulation. Personal Data Pro-
tection Act. Commentary, ed. Pawel Fajgielski (Warsaw: Wolters Kluwer Polska, 2018),
693-694.
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3. INDEPENDENCE OF THE AUTHORITIES

In accordance with Article 52(1) of the GDPR, each supervisory au-
thority shall, in carrying out its tasks and exercising its powers under this Regu-
lation, act with complete independence. This independence is not established
in order to confer a privileged position on the authorities but as a guar-
antee of their ability to carry out the tasks assigned to them. It is reflected
in existing CJEU case law on data protection authorities, which indicates
that supervisory authorities should act objectively and impartially when carry-
ing out their duties. 1o this end, they should be outside any external influence,
including the direct or indirect influence of the State or Linder, and not only
outside the influence of the controlled authorities’®. These views, as developed
in the case law, are reflected in the doctrine where, on the basis of consid-
erations of the CJEU’s jurisprudence, it is accepted that the independence
of a State authority means that the State guarantees that the legal authority can
carry out certain tasks without interference from other actors”. The question
arises of how such independence can be achieved.

The EU legislator in Article 52 of the Regulation points to several
aspects of independence. Firstly, Article 52(2) of the GDPR provides that
the member of such a body must be free from outside influence when
making decisions. It should be assumed that it would be contrary to EU
law, for example, to subject a personal data protection authority directly to
the supervision of one of the ministers responsible for the administrative
department, which includes personal data protection. This view seems to
be confirmed by the literature, which argues that, against a background of
independence from the authorities of the Member States, probably the biggest
practical implication of the ban on being bound by instructions will be that
personal data protection authorities cannot be subordinated or even supervised
by other state bodies. In other words, they cannot be linked to other manage-
ment or supervisory ties'.

2 CJEU Judgment of 9 March 2010, European Commission v Federal Republic of
Germany, Case C-518/07, ECLI:EU:C:2010:125, 25.

3 Krzysztof Rokita, “Independence of personal data protection authorities in
the General Data Protection Regulation,” European Judicial Review, no. 7 (2016): 4.

" Krzysztof Rokita, “Independence of personal data protection authorities in
the General Data Protection Regulation,” European Judicial Review, no. 7 (2016): 9.
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The concept of ‘external influence in decision-making’ is vague. It seems
that the basic tool for exerting influence is the possibility of issuing bind-
ing instructions. However, exerting influence also has other shades, because
there are soft tools of exerting influence which a member of the body would
have to take into account, such as influence on re-election, the possibility of
appeal or influence on setting remuneration. It seems that it is not possible
to exclude any external influence when taking specific actions. It should
therefore be clarified which aspects of external influence are legally relevant
in this respect. As a matter of principle, these issues are left to the nation-
al legislator with the reservation that the national legislator will be held
accountable for the implementation of the directives of independence in
accordance with procedures provided for by European Union law.

The EU legislator reserves the limits of this independence, indicating
that the activities of supervisory authorities should be subject to substan-
tive review by the courts and to organizational review by the relevant
public administration bodies in the various national systems. According
to recital 118 of the GDPR, the independence of supervisory authorities
should not mean that they cannot be subject to mechanisms of control or mon-
itoring in terms of expenditure or judicial review. This recital is reflected in
Article 52(5) of the GDPR. This means that the systemic independence
of the supervisory authorities does not lead to them being taken out of
the hands of the national administration. On the contrary, these author-
ities are part of it. However, it seems that, in order to ensure the full
independence of the authorities, it is necessary to use mechanisms which,
in a given Member State, in a given normative arrangement, will guar-
antee that the decisions taken by these authorities will be independent
of external influences. In this respect, the national legislator is obliged to
balance two issues - the need for organizational control and its systemic
independence.

4. A CATALOGUE OF POWERS OF THE SUPERVISORY AUTHORITIES

The powers conferred on the supervisory authorities by the Regulation
are intended to fulfil the tasks assigned to them. The catalogue of powers
set out in Article 58 of the GDPR. It is broad and commentators have

63



PAWEL HAJDUK

identified five categories': (i) powers of investigation; (ii) powers of reso-
lution; (iii) powers of authorization'; (iv) advisory powers; (v) powers to
report violations of the GDPR to the judiciary and the power of supervi-
sory authorities to participate in legal proceedings'’.

The Regulation describes in detail the powers of the supervisory
authorities in Chapter VI Section 2 “Competence, tasks and powers”.
The detailed description of the powers of the authorities already at the level
of European law is directly linked to the objective of the GDPR - consist-
ent and effective implementation throughout the European Union. This
would not be possible without equipping supervisory authorities with
broad competences at the level of Union law. The aim of the solution
adopted is to ensure that all supervisory authorities have the same tasks
and competences in key areas.

The catalogue of rights is closed - this position is presented in the lit-
erature'®. It seems necessary to use the directives indicated by the EU leg-
islator in recital 129 of the Regulation to interpret the individual powers
and to exercise those powers by the supervisory authorities. This recital
identifies key issues related to the exercise of powers by data protection
authorities. These authorities are obliged to act on the basis and within
the limits of Union law and the law of the Member States. The activities
of the supervisory authorities - in accordance with the directives set out
in recital 129 - should be carried out efficiently, objectively and fairly.
The recital stresses the need to apply the principle of proportionality in

1> A similar division is presented in Pawel Litwiriski, “Komentarz do artykutu 58,” in
EU Regulation on the protection of individuals with regard ro the processing of personal dara and
on the free movement of dara. Commentary, ed. Pawet Litwiniski (Warsaw: Legalis el., 2018).

¢ Piotr Drobek, “Personal Data Breach Notification in the European Union and
Poland — Selected Aspects,” in Geographic Information Systems Conference and Exhibition
“GIS ODYSSEY 2016”, 5th to 9th of September 2016, Perugia, Italy, Conference proceedings,
eds. Agnieszka Bieda, Jarostaw Bydtosz, and Anna Kowalczyk (Zagreb: Croatian Informa-
tion Technology Society — GIS Forum, 2016), 97.

17 This power is also separated in Urszula Goéral and Pawet Makowski, “Artykut
58. Uprawnienia,” in GDPR. General regulation on personal data protection. Commentary,
ed. Dominik Lubasz and Edyta Bielak-Jomaa (Warsaw: Wolters Kluwer Polska, 2018), 943.

'8 Pawel Litwinski, “Komentarz do artykutu 58, in EU Regulation on the protection
of individuals with regard ro the processing of personal data and on the free movement of data.
Commentary, ed. Pawet Litwiniski (Warsaw: Legalis el., 2018).
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the exercise of the powers of the authorities, subject to the provisions that
proportionate action is also to ensure compliance with the Regulation.
The GDPR also introduces the obligation to hear the person concerned
before an individual measure is taken against him or her. These directives
are of a general nature. The authorities should take action with these rec-
ommendations in mind.

The model of broad powers conferred on independent supervisory au-
thorities gives them a strong mandate to shape how the rules on the pro-
cessing of personal data will be interpreted in practice”. This mandate is
implemented both through hard powers, in particular the possibility of
imposing sanctions, and soft powers, such as the possibility of issuing rec-
ommendations. The activities undertaken and communicated by the su-
pervisory authorities are monitored by data controllers and data protection
officers. In order to comply with the requirements or practices of the su-
pervisory authorities, the controllers adjust their data processing processes.
A careful look at the individual groups of powers will allow conclusions to
be drawn on how these processes may be adjusted as a result of the exercise
of powers by the supervisory authority.

(A) Powers in the conduct of proceedings

The powers in the scope of conducted proceedings, correlated with
the task provided for in Article 57(1)(h) of the Regulation, are defined in
Article 58(1) of the Regulation by indicating that the supervisory authori-
ty has the following powers: (i) to require the controller and the processor
to provide all information necessary for the supervisory authority to carry
out its tasks; (ii) to conduct investigations in the form of data protection
audits; (iii) to review the certifications granted under the Regulation; (iv)
to notify the controller or processor of a suspected breach of the Regu-
lation; (v) obtaining from the controller and the processor access to all
personal data and all information necessary for the supervisory authority
to carry out its tasks; (vi) obtaining access to all premises of the controller

' Urszula Géral and Pawet Makowski, “Artykut 58. Uprawnienia,” in GDPR.
General regulation on personal data protection. Commentary, ed. Dominik Lubasz and Edyta
Bielak-Jomaa (Warsaw: Wolters Kluwer Polska, 2018), 942.
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and the processor, including the processing equipment and means in ac-
cordance with the procedures laid down in Union or Member State law.

The powers indicated in Article 58(1) of the GDPR shall constitute
a catalogue of powers of a control nature®. The doctrine indicates that
these are activities which consist of examining whether the activities of
a controlled entity correspond to the state of affairs required by law and
of drawing conclusions if deviations from this state of affairs are found*'.
For the full implementation of control tasks, the power to order the pro-
vision of all necessary information is important. It is not possible to carry
out effective control without such a power. It is important that the scope of
the information requested in a particular case is decided by the supervisory au-
thority, and the addressee of the request has no possibility to question the scope
of the information requested®. This means that considerable discretion is
left to the authority in this respect. The question of how this power is
to be exercised is not specified in the text of the Regulation and is left to
the legislators of the Member States to decide in accordance with the rules
laid down in their national orders™.

The form in which the authorities will carry out proceedings is de-
fined by the EU legislator as an ‘audit’. It is indicated in the literature that
the audit is a set of activities which aim to examine and confirm the cor-
rectness of the operations conducted on personal data and their compli-
ance with the Regulation. A characteristic feature of the audit is that it is
carried out by an entity external to the organisation which is the subject of

2 Urszula Géral and Pawel Makowski, “Artykut 58. Uprawnienia,” in GDPR. Gen-
eral regulation on personal data protection. Commentary, ed. Dominik Lubasz and Edyta
Bielak-Jomaa (Warsaw: Wolters Kluwer Polska, 2018), 944.

21 Pawel Litwinski, “Komentarz do artykutu 58,” in EU Regulation on the protection
of individuals with regard to the processing of personal data and on the free movement of data.
Commentary, ed. Pawet Litwiniski (Warsaw: Legalis el., 2018).

22 Pawel Litwinski, “Komentarz do artykutu 58,” in EU Regulation on the protection
of individuals with regard to the processing of personal data and on the free movement of data.
Commentary, ed. Pawet Litwiniski (Warsaw: Legalis el., 2018).

% Urszula Géral and Pawel Makowski, “Artykut 58. Uprawnienia,” in GDPR. Gen-
eral regulation on personal data protection. Commentary, ed. Dominik Lubasz and Edyta
Bielak-Jomaa (Warsaw: Wolters Kluwer Polska, 2018), 945.

66



THE POWERS OF THE SUPERVISORY BODY IN THE GDPR

the audit®. In recital 129 of the Regulation, it is indicated that he powers
to conduct investigations in relation to access to premises should be exercised
in accordance with the specific requirements of the Member States rules on
procedure, such as the requirement to obtain prior judicial authorisation. This
means that investigations should be carried out by the supervisory author-
ities in accordance with the standards laid down in the legislation of each
Member State.

This group of powers is important in the framework of control pro-
ceedings. However, the results of the exercise of these powers are not usu-
ally communicated to the public in the form of statements or communi-
cations from the supervisory authority. Only the results of the inspections
carried out, e.g. in the form of decisions, may be subject to judicial consid-
eration and thus contribute to the development of personal data process-
ing practice. However, the stage described in this subchapter is an essential
element of the procedure.

(B) Powers of a corrective character

In order to ensure effective enforcement of the Regulation by super-
visory authorities, they have been equipped with a catalogue of remedial
powers that can be exercised by those authorities on entities on which
the GDPR imposes certain obligations. According to Article 58(2) of
the GDPR, these powers are: (i) to issue warnings to the controller or
processor regarding possible breaches of GDPR rules by planned process-
ing operations; (ii) to issue reprimands to the controller or processor in
case of a breach of GDPR rules by processing operations; (iii) to require
the controller or processor to comply with the data subject’s request under
his rights under the GDPR; (iv) to require the controller or processor to
adapt processing operations to the GDPR and, where appropriate, to indi-
cate the manner and timing; (v) ordering the controller to notify the data
subject of the data breach; (vi) imposing a temporary or total restriction of
processing, including a prohibition on processing; (vii) ordering the rec-

4 Pawet Litwiniski, “Komentarz do artykutu 58,” in EU Regulation on the protection
of individuals with regard ro the processing of personal data and on the free movement of data.
Commentary, ed. Pawet Litwiniski (Warsaw: Legalis el., 2018).
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tification or erasure of personal data or the restriction of processing, and
ordering the notification of these actions to recipients to whom the per-
sonal data have been disclosed; (viii) withdrawing certification, or requir-
ing the certification body to withdraw certification, or requiring the cer-
tification body not to certify if its requirements are not, or are no longer,
fulfilled; (ix) imposing, in addition to or instead of other administrative
measures, a financial penalty, depending on the circumstances of the spe-
cific case; (x) ordering the suspension of data flows to a recipient in a third
country or to an international organization.

It appears from the catalogue presented above that supervisory author-
ities have a number of measures of a sovereign nature through which they
can enforce the Regulation®.

The first measure is a warning. The literature indicates that a warning
may be addressed to an administrator or processor when there has not yet
been a breach of the Regulation, but there is a risk that such a breach may
occur. It seems that this measure will not be of a sovereign nature, but will
provide a basis for determining whether the administrator or processor was
aware of a specific risk of GDPR infringement®.

The second type of measure is a reprimand. A reprimand may be ap-
plied in case of a breach of GDPR. It is doubtful when the authority should
apply a warning and when other, more severe types of measures should
be applied to the administrator or processor in the event of a breach of
the Regulation. In the doctrine, following recital 149 of the Regulation, it
is argued that a reprimand may be applied if the infringement is minor or
if the financial penalty would impose a disproportionate burden on an in-
dividual®”. The possibility of applying a reprimand will therefore depend

on the supervisory authority’s assessment of the specific facts for each case.

¥ Marlena Sakowska-Baryla, “Komentarz do artykutu 58,” in General Data Protec-
tion Regulation. Commentary, ed. Marlena Sakowska-Baryta (Warsaw: Legalis el., 2018).

% Pawel Litwiriski, “Komentarz do artykutu 58,” in EU Regulation on the protection
of individuals with regard to the processing of personal data and on the free movement of data.
Commentary, ed. Pawet Litwiniski (Warsaw: Legalis el., 2018).

7 Pawet Litwiriski, “Komentarz do artykutu 58,” in EU Regulation on the protection
of individuals with regard to the processing of personal data and on the free movement of data.
Commentary, ed. Pawet Litwiniski (Warsaw: Legalis el., 2018).
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A third type of corrective measure is the possibility of ordering the con-
troller or processor to adapt the processing to the Regulation. The litera-
ture indicates that the supervisory authority may indicate in the content of
the order how it should be enforced and when the order should be enforced.
The use of this possibility is left to the discretion of the supervisory authori-
1y*®. Other types of warrants provided for in Article 58(2) of the GDPR
(e.g. an order to comply with the data subject’s request under his rights
under the GDPR; an order to notify the data subject of a data breach) are
specific to this general power.

The key power conferred on the supervisory authorities is the possi-
bility to impose administrative penalties as provided for in Article 83 of
the Regulation. This power plays a key role in the application of the Reg-
ulation due to the possibility to impose penalties for non-compliance with
the GDPR of up to EUR 20,000,000 or up to 4% of its total annual
worldwide turnover in the previous financial year. These penalties shall be
effective, proportionate and dissuasive in accordance with Article 83(1)
of the GDPR?. This power may be exercised instead of or in addition
to the measures provided for in Article 58 of the GDPR. The provision
of Article 83 of the Regulation sets out in detail the rules for imposing
and setting administrative penalties. In particular, administrative penalties
should be effective, proportionate and dissuasive (Article 83(1) of the Reg-
ulation). The amount of the penalty depends on individual factors, in-
cluding the degree of infringement, intentionality, nature, seriousness and
duration of infringements (Article 83(2) of the GDPR). The imposition
of administrative penalties is one of the most difficult tasks that data pro-
tection authorities face. Which of the data processing practices of the con-
trollers will be sanctioned by the supervisory authorities influences what
modifications other controllers will implement. Decisions in this regard
should therefore be taken by the supervisory authorities with caution.

8 Pawel Litwinski, “Komentarz do artykutu 58,” in EU Regulation on the protection
of individuals with regard to the processing of personal data and on the free movement of data.
Commentary, ed. Pawet Litwiniski (Warsaw: Legalis el., 2018).

¥ Dominika Tykwinska-Rutkowska, “6.3. Dyrektywy wymiaru administracyjnych
kar pieni¢znych,” in Documentation of the GDPR in medical institutions, ed. Aneta Sieradzka
and Dominika Tykwiriska-Rutkowska (Warsaw: Legalis el., 2019).
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An additional difficulty with this entitlement arises from the ambigu-
ity of the criteria that are relevant for determining the amount of the ad-
ministrative penalty. It is interesting that the EU legislator, in recital 129
of the regulation, has set out in quite a detailed manner the formal con-
ditions which should be met by measures of a sovereign nature issued
by supervisory authorities. Each legally binding measure of a supervisory
authority should be in writing, have a clear and unambiguous character,
indicate the supervisory authority which issued the measure and the date of
issue, bear the signature of the head or member of the supervisory authority
authorised by him, give reasons for the measure and inform about the right
to an effective remedy. At the same time, the EU legislator shall not pre-
clude the introduction of additional formal requirements provided for by
national legislation. The transfer of the above considerations to the Pol-
ish legal system leads to the conclusion that the above-mentioned list of
elements which should constitute the content of a binding measure of
the supervisory authority corresponds in principle to the requirements
of an administrative decision specified in Article 107(1) of the Act of
14 June 1960 Code of Administrative Procedure®. Binding measures of
the supervisory authority may be subject to control by independent judi-
cial authorities in the Member State of the supervisory authority which
applied the measure. It is left to the national legislator to ensure effective
implementation of this Directive.

It seems that this group of powers is crucial in shaping the practice of
processing personal data. The decisions of the supervisory authorities are,
as a rule, published on the websites of the supervisory authorities, which
makes them the focus of doctrine. Courts are then involved in the shap-
ing of these decisions, and they verify the exercise of individual powers
by the supervisory authorities on the merits. Ultimately, however, the ap-
plication of sanctioning measures in certain circumstances to a particular
entity results in other entities that are in similar circumstances can expect
the same sanctioning measures. In order to avoid this situation, they are
willing to adapt their practices to the model adopted in the settlement.

3 Act of 14 June 1960 Code of Administrative Procedure (i.e. Journal of Laws of
2017, item 1257, as amended).
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(C) Authorisation powers

The supervisory authorities have been given authorisation powers in
order to carry out the tasks assigned to them. The nature and scope of these
powers are specifically provided for in the provisions of the Regulation,
which do not concern the status of supervisory authorities but the du-
ties of administrators and processors. Among these powers, it is worth
mentioning the following authorisations: (i) authorisation of processing
(Article 36(5) of the Regulation); (ii) issuing opinions and approving draft
codes of conduct (Article 40(5) of the GDPR); (iii) accrediting certifica-
tion bodies; (iv) granting certification; (v) authorising administrative ar-
rangements (Article 46(3)(b) of the GDPR); approving corporate rules
(Article 47 of the GDPR). These authorisations shall be granted in accord-
ance with the procedures provided for by the legislation of the Member
States and taking into account those provisions of the Regulation which
may be directly applicable®. These authorisations play an important role
in the practice of supervisory authorities and the processing of personal
data. A particularly important issue is the possibility of approving codes
of conduct for individual industries. As a rule, these codes of conduct are
prepared by the representatives of a given sector (e.g. insurance, health,
or banking). The data processing practices described there and technolog-
ical solutions adapted to the specificity of a given sector make it possible
to respond in a clear way to important practical problems, especially at
the interface between the value of the right to privacy and the efliciency
and profitability of a company. Once approved by the supervisory author-
ities, these codes play an important role within the various sectors, by
mitigating the legal risks associated with the implementation of personal
data processing solutions.

(D) Advisory powers

The advisory power is directly related to the advisory tasks foreseen
for supervisory authorities. These tasks will, in principle, be carried out in

31 Marelna Sakowska-Baryta, “Komentarz do artykutu 58,” in General Data Protec-

tion Regulation. Commentary, ed. Marlena Sakowska-Baryta (Warsaw: Legalis el., 2018).
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the manner and on the basis of measures envisaged by the Member States.
It is the responsibility of national legislators to allocate such powers and
resources to the supervisory authorities that they can carry out their advi-
sory and educational tasks as far as possible.

As regards advisory powers, the EU legislator draws attention to two
of them: (i) to advise the controller in accordance with the prior consulta-
tion procedure (Article 36 of the GDPR); (ii) to issue opinions intended
for the GDPR parliament, the government of a Member State or other
institutions and bodies and the public at large on any matter relating to
personal data protection.

The first of these powers is detailed and relates to the procedure relat-
ing to with an assessment of the data protection implications of processing
operations (Article 35 GDPR). The second power is of a more general
nature and gives the supervisory authorities broad powers of opinion on
all matters relating to the protection of personal data. This right is evidence
of a paradigm shift in thinking about the protection of personal data in
such a way that this issue is becoming one of the key issues in the public
debate in the information society, and the supervisory authorities should
have the means to speak out in such a debate.

From the point of view of the effective functioning of the Regulation,
it is desirable for these powers to play an important role in shaping the pro-
cessing of personal data on the part of controllers and processors®. It is
advisable that a possible wide area be covered by the recommendations of
the supervisory authorities in such a way as to mitigate the legal and tech-
nological risks associated with these processes on the part of the controllers
and data processing entities. It is up to the supervisory authorities to select
the subjects and means of issuing opinions in a way that will guide the data
processing processes in a safe and rational manner. In this regard, it should
be borne in mind that there are situations in which the right to privacy
may, in certain situations, give way to other values, such as the need to
obtain information quickly about the health of the person closest to them,
or the need to combat money laundering and terrorist financing.

3 Monika Miotkiewicz, “Cooperation between data protection official (ABI) and
GIODO - development perspectives,” Information in Public Administration, no. 3 (2017):
10-13.
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(E) The power to report GDPR infringements to the judiciary

and the power of supervisory authorities to participate in court proceedings

The power set out by the EU legislator in the structure of Article 58(5)
of the GDPR shall confer on the supervisory authority the power to bring
an infringement of this Regulation before a judicial authority and, where ap-
propriate, to initiate or otherwise participate in legal proceedings in order to
enforce the application of this Regulation. The national legislator shall be
required to guarantee this possibility. It should therefore be at the lev-
el of national legislation that the legal bases establishing the modalities
and conditions under which contacts between those entities should take
place should be introduced. The power provided for in Article 58(5) of
the GDPR is linked to Article 84 of the Regulation, which provides for
the possibility for the national legislator to introduce sanctions other
than those provided for in the GDPR for infringements of the Regula-
tion. The national legislator has the right to introduce provisions govern-
ing criminal liability for the breach of the Regulation. However, as a rule,
the procedure related to the possibility of committing a crime is not car-
ried out by personal data protection authorities. Such a procedure will be
carried out by the authorities specified in national legislation as part of
criminal procedures. The provision discussed in this point gives supervi-
sory authorities the power to inform such authorities about the possibility
of committing an offence. It seems that this group of powers should, in
the light of the issue under consideration, be identified as a power which is
subsidiary to a group of powers of a sanctioning nature.

5. CONCLUSIONS

The supervisory authorities are equipped with a wide range of pow-
ers to carry out the tasks entrusted to them. The independence of these
authorities is a guarantee of their sound implementation. The exercise
of these powers resonates with all those who fall within the competence
of these authorities. The decisions of the authorities become a matter of
interest for the doctrine and the controllers of personal data. Powers re-
lated to the imposition of administrative penalties may be of particular
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importance. Their application results in entities which find themselves in
circumstances similar to those of the sanctioned entity can expect to apply
the same sanctions. In order to avoid this situation, they are willing to
adapt their practices to the model adopted in the decision of the authority.
Opinions and recommendations, as well as codes of conduct approved by
the supervisory authorities for individual industries, which are a reference
point for administrators operating in these industries, play an important
preventive role.
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